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The impact of 

HIPAA Administrative Simplification regulations

on Arkansas public schools

Federal Health Insurance Portability and Accountability Act (HIPAA) regulations will impact Arkansas’s public schools that bill Arkansas Medicaid. Confusion over new standards for billing and protecting the privacy of medical information make it difficult to predict how intrusive HIPAA will be into public schools’ administrations. School administrators typically have not realized that HIPAA will affect them at all; and for those anticipating HIPAA, the volume and vagueness of the regulations complicate their development of compliance plans. 

HIPAA’s national standards for transactions and code sets will force health care providers to use new standards when billing Medicaid. There is no way around these regulations for electronic transactions. The new standards for transactions are mainly a challenge for health plans that send transactions to and receive them from providers. The good news for public schools is that this change will be borne by Arkansas Medicaid. Arkansas Medicaid’s fiscal agent, EDS, is developing a new version of its claim-submission software that will be HIPAA compatible. Provider Electronic Solutions software is free to all providers, and public schools will need only to request the latest version to be in compliance with the new HIPAA transaction standards.

EDS also is developing a web application that will be available on Arkansas Medicaid’s web site (http://www.medicaid.state.ar.us) for submitting claims. Via the web, providers will be able to submit claims, check recipient eligibility, and check a claim’s status for free with no other special software. 

Public schools will be left with the task of using the new mandated code sets required under HIPAA to submit transactions to Arkansas Medicaid. These new code sets standards already are in place. Some of the code sets (CPT-4, ICD-9, HCPCS, and NDC) are currently used for submitting claims. HIPAA changes concern mostly local codes, which will be replaced by approved modifiers. Type-of-service codes no longer will be used. As code set standards are adopted by Arkansas Medicaid, free training classes will be offered to health care professionals, including those in public schools. Arkansas Medicaid is required to adopt all of the HIPAA code set standards by October 16, 2003. 

There has been considerable confusion about how HIPAA’s privacy regulations will affect public schools and their compliance with the Buckley Amendment—the Family Educational Rights and Privacy Act of 1975 (FERPA). Will public schools be subject to HIPAA’s privacy regulations? Will public schools have to reconcile two federal laws governing the privacy of education records? Will HIPAA preempt FERPA? Text buried in the HIPAA privacy regulation and a statement by the U.S. Department of Education suggest that these two regulations will not conflict.

According to the privacy regulation, 45 CFR, section §164.501 (the definitions section), Protected Health Information means 

Individually identifiable health information:

(1) Except as provided in paragraph (2) of this definition, that is:

(i) Transmitted by electronic media;

(ii) Maintained in any medium described in the definition of electronic media at §162.103 of this subchapter; or

(iii) Transmitted or maintained in any other form or medium

(2) Protected health information excludes individually identifiable health  information in:

(i) Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g; and

(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv)
The preamble to the privacy regulation includes the following statement by the U.S. Department for Health and Human Services, the entity responsible for developing HIPAA Privacy:

While we strongly believe every individual should have the same level of privacy protection for his/her individually identifiable health information, Congress did not provide us with authority to disturb the scheme it had devised for records maintained by educational institutions and agencies under FERPA. We do not believe Congress intended to amend or preempt FERPA when it enacted HIPAA.

Page 82483 of the December 28, 2000, Federal Register HIPAA final rule

The official statement from the U.S. Department of Education regarding HIPAA reinforces the text in the privacy regulation’s preamble. On February 25, 2002, the department released the following statement on its website:

This Office has not published any guidance on the applicability of FERPA to HIPAA. However, we worked closely with the Department of Health and Human Services (HHS) on this issue during the rulemaking process. Because FERPA affords students adequate privacy protections, the Government agreed that records that are protected by FERPA should not be subject to HIPAA.

The HIPAA final rule : 45 CFR Parts 160 & 164; Standards for Privacy of Individually Identifiable Health Information; Federal Register, Thursday, December 28, 2000 : explains that records that are subject to FERPA are not subject to HIPAA. Additionally, medical records that are excepted [sic] from FERPA's definition of "education records" under section 99.3 "education records" provision are also exempted from coverage by HIPAA. See page 82483 of the December 28, 2000, Federal Register document on the HIPAA final rule. (http://www.ed.gov/offices/OM/fpco/philipburlingame.html)
In conclusion, my opinion has been shaped solely from these sources and discussions with the U.S. Office for Civil Rights (the party responsible for enforcing HIPAA’s privacy regulations) and a HIPAA privacy attorney. All of the evidence from the appropriate authorities leads me to believe that HIPAA privacy regulations will not apply to Arkansas public schools and student education records. However, the transaction and code set standards still will apply to public schools.

This opinion does not apply to all schools. Schools must receive federal funds to be defined as educational agencies or institutions under FERPA (see appendix A, §99.1). Records made and maintained by these institutions that contain individually identifiable health information are defined as education records and not defined as protected health information. However, privately funded schools offering health care services (employing a school nurse or therapist) may be subject to HIPAA privacy regulations if the health care provider, school, or any third party acting on behalf of the school engages in a HIPAA transaction. Privately funded schools are not defined as educational agencies or institutions covered by FERPA, and the health records they maintain are not defined as education records.

I encourage anyone reading this article to check the sources I have mentioned. More discussions regarding the conflict of federal laws begins on page 82,481 of the December 28, 2000, privacy rule. An outline of FERPA’s requirements appears in appendix A. Additional resources for research are documented in appendix B.

Appendix A

FERPA (Buckley Amendment)

PART 99 – FAMILY EDUCATIONAL RIGHTS AND PRIVACY

Authority: 20 U.S.C. 1232g unless otherwise noted.

§ 99.1

TO WHICH EDUCATIONAL AGENCIES OR INSTITUTIONS DO THESE 


REGULATIONS APPLY

FERPA applies to educational institutions as a whole that receive federal funding (grants, coop agreements, contracts, PELL, and GSLP) and educate students in grades K-12 and post secondary institutions.
§ 99.2

WHAT IS THE PURPOSE OF THESE REGULATIONS

FERPA protects the privacy of parents and students under section 444 of the General Education Provisions Act.
NOTE: For more information protecting the privacy of handicapped children see 34 CFR 300.560-300.576

§ 99.3

DEFINITIONS

Act

Attendance

Dates of attendance

Directory information-information contained in an education record of a student that is not considered harmful or an invasion of privacy if disclosed. It includes but is not limited to the student’s name, address, telephone listing, email address, photograph, grade, etc.

Disciplinary action or proceeding

Disclosure-to give access, release, transfer, or provide other communication of personally identifiable information contained in education records to any party by any means.

Educational agency or institution-any public or private organization to which this part applies under §99.1
Education records-1directly relate to a student and 2are maintained by an educational agency or institution or by a party acting for the agency or institution. 

Education records do not include records on a student who is 18 years of age or older, or is attending an institution of postsecondary education, that are:
Made or maintained by a physician, psychiatrist, psychologist, or other recognized professional or paraprofessional acting in their capacity.

Made, maintained, or used only in connection with treatment of the student and

Disclosed only to individuals providing the treatment (treatment does not include remedial educational activities or activities that are part of the program of instruction at the institution.

See this section for more details on what is not included in an education record.
Eligible student

Institution of postsecondary education

Parent-includes natural parent, guardian, or individual acting as a parent in the absence of a parent or guardian.

Party

Personally identifiable information (includes but is not limited to)- student’s name, name of student’s parents or family members, address of student or student’s family, personal identifiers, personal characteristics that could be used to identify the student, other information that could be used to easily identify the student

Record-information recorded in any way

Secretary

Student-individual who is or has been in attendance at an educational organization and whom the organization maintains educations records.

§ 99.4

What are the rights of parents

Full rights are granted to parents unless otherwise prohibited

§ 99.5

rights of students

§ 99.7
what must an educational agency or institution include in its annual notification?

Annual notifications must include 1 Notice of rights 2 Right to a inspect records b amend records c consent to disclosures unless mandated by law d file complaints 3 Notice must include a procedures to inspect records b procedure to amend records c view disclosure policies, who is authorized to disclose information, and a definition of “legitimate educational interest”

§ 99.8
What provisions apply to records of a law enforcement unit

FERPA does not prohibit or require disclosure of law enforcement records

Subpart B – What are the Rights of Inspection and Review of Education Records?

§ 99.10
What rights exist for a parent or eligible student to inspect and review education records?

A Except as limited under §99.12, parent or eligible student must be given the opportunity to inspect and review the student’s education records. This applies to:

1 any educational organization 2 any State educational agency (SEA) and its components

B 45-day reasonable request period

C accommodate reasonable requests for interpretations or explanations

D make records available, provide copies, make arrangements for viewing, not destroy requested records

E requests to have professionals of their choice review treatment records

§99.11
May an educational agency or institution charge a fee for copies of education records?

A Yes, but the fee cannot prevent access to records.

B No fee for searching and retrieving records.

§99.12
What limitations exist on the right to inspect and review records?

Subpart C – What are the Procedures for Amending Education Records

§99.20
how can a parent or eligible student request amendment of the student’s education records?

§99.21
under what conditions does a parent or eligible student have the right to a hearing

§99.22
what minimum requirements exist for the conduct of a hearing?

Subpart D – May an educational agency or institution disclose personally identifiable information from education records?

§99.30
Under what conditions is prior consent required to disclose information?

A Parent or eligible student shall provide a signed and dated written consent fore and educational agency discloses personally identifiable information from the student’s education records except as provided in §99.31

B The written consent must: 1Specify the records to be disclosed 2State the purpose of the disclosure 3Identify the party or class of parties to whom the disclosure may be made

C When the disclosure is made, parent or eligible student has the right to request a copy of the disclosure

§99.31
under what conditions is prior consent not required to disclose information?

§99.32
what recordkeeping requirements exist concerning requests and disclosures?

§99.33
what limitations apply to the redisclosure of information

§99.34
what conditions apply to disclosure of information to other educational agencies or institutions?

§99.35
what conditions apply to disclosure of information for Federal or state program purposes?

§99.36
what conditions apply to disclosure of information in health and safety emergencies?

§99.37
what conditions apply to disclosing directory information?

§99.38
what conditions apply to disclosure of information as permitted by state statute adopted after november 19, 1974 concerning the juvenile justice system?

§99.39
what definitions apply to the nonconsenesual disclosure of records by postsecondary educational instituitions in connection with disciplinary proceedings concerning crimes of violence or non-forible sex offenses?

Subpart E – What are the enforcement procedures?

§99.60
what functions has the Secretary delegated to the office and to the office of administrative law judges?

§99.61
what responsibility does an educational agency or institution have concerning conflict with state or local laws?

§99.62
what information must an educational agency or institution submit to the office?

§99.63
where are compliants filed?

§99.64
what is the compliant procedure?

§99.65
what is the content of the notice of compliant issued by the office?

§99.66
what are the responsiblitites of the office in the enforcement process?

§99.67
How does the secretary enforce decisions?

appendix A to part 99 – crimes of violence definitions

Appendix B

Hotline information:

For all questions excluding privacy you can call the CMS HIPAA Hotline at 1.866.828.0659 from 9 AM through 6 PM EST.

For questions regarding the Privacy regulations you can call the Office for Civil Rights Hotline at 1.866.627.7748.

Statement from the U.S. Department of Education

http://www.ed.gov/offices/OM/fpco/philipburlingame.html
U.S. Department of Health and Human Services Administrative Simplification documentation

http://aspe.os.dhhs.gov/admnsimp/
U.S. Office for Civil Rights (HIPAA Privacy regulations)

http://www.hhs.gov/ocr/


The information presented here is for educational purposes only. It is not legal advice for individual providers or covered entities in meeting HIPAA requirements. The author disclaims all warranties, whether expressed or implied, in the contents of this document.
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